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2.7 Describe physical infrastructure connections of WLAN components (APWLC, access/trunk ports,
and LAG)

2.8 Describe AP and WLC management access connections (Telnet, SSH, HTTPHTTPS, console, and
TACACS+/RADIUS)

2.9 Configure the components of a wireless LAN access for client connectivity using GUI only such
as WLAN creation, security settings, QoS profiles, and advanced WLAN settings

\V/ -

5.10 Configure WLAN using WPA2 PSK using the GUI
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* Topology introduction

« Switch configuration

« WLC setup

 WLC interface configuration
« WLAN configuration

 Additional WLC features
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Networi dopology

.100/.100/.100

WLC1
oo e o) The WLC connects to the switch via
a LAG (Link Aggregation Group),
Port 1 Port 2 aka EtherChannel.
DHCP server, / *WLCs only support static LAG, no
NTP server PAgP or LACP!
FO/1 FO/2
/7 FO/8
() | b ()
AP1 SW1 AP2
Address via DHCP 1111 Address via DHCP

WLANSs/VLANSs
VLAN 10: Management, 192.168.1.0/24

VLAN 100: Internal, SSID: Internal, 10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24




Networi dopology

.100/.100/.100
WLC1

FO/1
- FO/7 FO/8
] e (R:)) (% (((T)))
AP1 Swi AP2
Address via DHCP 1111 Address via DHCP

WLANSs/VLANs

VLAN 10: Management, 192.168.1.0/24

VLAN 100: Internal, SSID: Internal, 10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24




Networi dopology

.100/.100/.100
WLC1

: FO/8 > -
= (KI)) ‘3}8’ (((T)) ..........
AP1 SW1 AP2
Address via DHCP 1111 Address via DHCP

WLANSs/VLANSs

VLAN 10: Management, 192.168.1.0/24
VLAN 100: Internal, SSID: Internal, 10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24
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.100/.100/.100
WLC1
(e oo
Port 1 Port 2
FO/1 FO/2
FO/7 FO/8
() 35 ()
AP1 Swi AP2
Address via DHCP 1111 Address via DHCP

WLANSs/VLANs

VLAN 10: Management, 192.168.1.0/24

VLAN 100: Internal, SSID: Internal, 10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24




Switeh Contiguation

.100/.100/.100

WLC1

OO0
Port 1 Port 2
<D
FO/1 FO/2

(((T ))) Fo/7 % Fo0/8 (((T)))
AP1 Swi AP2

AL1.1
WLANSs/VLANs

192.168.1.0/24
VLAN 100: Inter
10.0.0.0/24

nal, SSID: Internal,

VLAN 200: Guest, SSID: Guest,

10.1.0.0/24

SW1(config)#vlan 10 : :
SW1(config-vlan)#name Management l included FO/6 because | will connect
SW1(config-vlan)#vlan 100 my PC to FO/6 to gain access to
SW1(config-vlan)#name Internal WLC1's GUL.
SW1(config-vlan)#vlan 200

SW1(config-vlan)#name Guest

SW1(config)#int range f0/6 - 8

SW1(config-if-range)#switchport mode access

SW1(config-if-range)#switchport access vlan 10| BREuENERGERVINGS

SW1(config-if-range)#spanning-tree portfast only support static LAG,
no PAgP or LACP.

SW1(config-if-range)#interface range fo/1 - 2

SW1(config-if-range)#channel-group 1 mode on

SW1(config-if-range)#interface port-channel 1
SW1(config-if)#switchport mode trunk
SW1(config-if)#switchport trunk allowed vlan 10,100,200



] Switteh Configuvation

SW1(config)#interface vlan 10

SW1(config-if)#ip address 192.168.1.1 255.255.255.0
SW1(config-if)#interface vlan 100

SW1(config-if)#ip address 10.0.0.1 255.255.255.0
SW1(config-if)#interface vlan 200

SW1(config-if)#ip address 10.1.0.1 255.255.255.0

SW1(config)#ip dhcp pool VLAN10O

SW1(dhcp-config)#network 192.168.1.0 255.255.255.0

SW1(dhcp-config)#default-router 192.168.1.1
WLANSs/VLANS SW1(dhcp-config)#

192.168.1.0/24 ' : )
VLAN 100: Internal, SSID: Internal, SW1(config)#ip dhcp pool VLAN100

10.0.0.0/24 SW1(dhcp-config)#network 10.0.0.0 255.255.255.0

VLAN 200: Guest, SSID: Guest, SW1(dhcp-config)#default-router 10.0.0.1
10.1.0.0/24

SW1(config)#ip dhcp pool VLAN200
SW1(dhcp-config)#network 10.1.0.0 255.255.255.0
SW1(dhcp-config)#default-router 10.1.0.1

SW1(config)#ntp master

Option 43 can be used to tell the APs the IP address of their WLC.
*this is not necessary in this case because the APs and WLC are in the same
subnet. The WLC will hear the APs broadcast CAPWAP discovery messages.
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.100/.100/.100
WLC1
(e oo
Port 1 Port 2
FO/1 FO/2
FO/7 FO/8
() 3 ()
AP1 Swi AP2
Address via DHCP 1111 Address via DHCP

WLANSs/VLANs

VLAN 10: Management, 192.168.1.0/24

VLAN 100: Internal, SSID: Internal, 10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24




WLANSs/VLANs

192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

WIEC [nitials Setup

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:

System Name [Cisco 10:65:64] (31 characters max): WLC1

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (3 to 24 characters): *¥¥*xtkkx
Re-enter Administrative Passwonrd s ReRsCRsCR K

Enable Link Aggregation (LAG) [yes][NO]: yes

Management Interface IP Address: 192.168.1.100
Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.1.1
Management Interface VLAN Identifier (@ = untagged): 10
Management Interface DHCP Server IP Address: 192.168.1.1




WLANSs/VLANs

192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

WIEC [nitial Setup

We will change the WLAN security
Virtual Gateway IP Address: 172.16.1.1 policy to PSK, so we don’t need to

Multicast IP Address: 239.239.239.239 configure a RADIUS server.
Mobility/RF Group Name: jITlab

Network Name (SSID): Internal

Configure DHCP Bridging Mode [yes][NO]: no
Allow Static IP Addresses [YES][no]: yes
Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]: FR



WIEC [nitial Setup

AIR-CAP3502I-E-K9

» -E is the regulatory domain of the device.

- [AR-cAP3sO2LEKS| B e
e o : * -E indicates Europe.

mmmmmmmmmm

L » If the regulatory domain of the country specified
in the WLC configuration doesn’t match the
regulatory domain of the AP, the AP won't be

able to join the WLC.

* https://www.cisco.com/c/dam/assets/prod/
wireless/wireless-compliance-tool/index.html to
check the regulatory domain of each country.




e WIECH nitiall Setup

Enable 802.11b Network [YES][no]:
Enable 802.11a Network [YES][no]:
Enable 802.11g Network [YES][no]:
Enable Auto-RF [YES][no]:

Configure a NTP server now? [YES][no]: yes
Enter the NTP server's IP address: 192.168.1.1
Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset. [yes][NO]:
WLANSs/VLANs yes

192.168.1.0/24 Configuration saved!

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Resetting system with new configuration...
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WLANSs/VLANS .100/.100/.100
VLAN 10: Management, 192.168.1.0/24 WLC1
VLAN 100: Internal, SSID: Internal,
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, 10.1.0.0/24 Soos
Port 1 Port 2
FO/1 FO/2
FO/7 FO/8
(((T))) (3:}6) (((p))
FO/6
AP1 SwWi1 AP2

1111




&b Aceessing the GUl

1.100/.100

wiLcl 32.168.1.100

WLANSs/VLANs

192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Your connection is not private

information from 192.168.1.100 (for example,

5). Learn more

Advanced Back to safety




&b Aceessing the GUl

1.1001.100 : __ =
wiLct e t#p5://192.168.1.100

WLANSs/VLANs

192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,

10.1.0.0224 Your connection is not private

from 192.168.1.100 (for exam

T
M

). Learn more

Hide advanced Back to safety

ove that it 1s 192.168.1.100; its security

be caused by a mis




ACCessing tie

.100/.100/.100
WLC1

F0/2

(((T))) FoI7 %’ Fo/s (((I’))
AP1 swi AP2
RUATA

WLANs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

il
CISCO

Wireless LAN

Controller

& 2005 - 2014 Cisco Systems, Inc. All nghts reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. andfor its affiliates in the United States and
certain other countries. All third party trademarks are the property of their respective owners.




00/.100/.100
WLC1

Port 1 I Port 2
D :
i meset.html
FO/1 F0/2
(((I))) For7 #’ Fo/8 (((T)))
AP1 Swi1 AP2
1.1.1

WLANSs/VLANs

192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Accessing, tnes Gl

Sign in

hitps://192.168.1.100

Usermame admin

Password

Sign in

Cancel




Accessing) the GUI

@ wict %

4 b C w@ N

.100/.100/.100

A Not secure \ Bips//192.168.1.100/screens/frameset.html|

Save Configuration  Ping Logout Refresl|

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT MMANDS HELP FEEDBACK

(((T)))

(((T)))

Monitor

Summary

b Access Points

ik =i » Cisco CleanAir
b Statistics

WLANs/VLANs o

VLAN 10: Management,

192.168.1.0/24 Rogues

VLAN 100: Internal, SSID: Internal, Chents

10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Sleeping Clients

Summary

5 Access Points Supported

Controller Summary

Management IP Address

Individual CPU Usage

Memory Usage

192.168.1.100

0%/0%, 1%/1%
43%

Access Point Summary

Rogue Summary

= Active Rogue APs 0 Detail
Haitica-1 Software Version 7.6.120.0 AR p— P Bt
Applications Field Recovery Image 7.6.101.1 Ve roaue PRlent L
. \ersion S 3 Adhoc Rogues 23 Detail

Local Profiling

System Name wLC1 Rogues on Wired Network 0

Up Time 0 days, 0 hours, 3 minutes

System Time Fri Oct 10 05:12:30 2014

Y Top WLANs

Redundancy Mode N/A

Internal Temperature +34 C Profile Name # of Clients

802.11a Network State Enabled

802.11b/g Network State Enabled Most Recent Traps

Local Mobility Group group

CPU(s) Usage 0% Adhoc Rogue : f8:e9:4e:db:dc:c3 detected on Base Radio MAC : 08:d0:9f:ed:ec:70 Interface no: 0{802.11n{2.4 GHz)) on Chan

Link Up: Slot: 0 Port: 2 Admin Status: Enable Oper Status: Link Up retry-2

Link Up: Slot: 0 Port: 1 Admin Status: Enable Oper Status: Link Up retry-2

Adhoc Rogue : 98:60:ca:eb:91:b0 detected on Base Radio MAC : 08:d0:5Fed:ec;70 Interface no: 0(802.11n(2.4 GHz)) on Chai
Adhoc Rogue : 04:72:95:1c:87:a8 detected on Base Radio MAC : 08:d0:9F:ed:ec:70 Interface no: 0{802.11n({2.4 GHz)) on Chal

View All
Total Up Down Top Applications

802.11a/n/ac ®: ® 0 Detail

Radios Application Name Packet Count Byte Count
802.11b/g/n 5 ®:2 ® 0 Detail

Radios

Dual-Band i

Sl ®o ® o0 Detail

All &Ps 2 ®: ® o0 Detail

Client Summary




WILC Configuration

Save Configuration Ping Logout Refresh

MONITOR  WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces Entries 1 - 3 of 3
General
(((T))) (((T))) - -
Inventory .Interface Name ) VLAN Identifier IP Address Interface Type Dynamic AP Management
AP1 AP2 management 10 192.168.1.100 Static Enabled
o e e Grans virtual /A 172.16.1.1 Static Mot Supported
WLANs/VLANs 2
VLAN 10: Management, Rulteast
192.168.1.0/24 » Internal DHCP Server
VLAN 100: Internal, SSID: Internal, » Mobility Management
10.0.0.0/24
VLAN 200: Guest, SSID: Guest, Ports
10.1.0.0/24 b NTP
¢ CDP
» IPVE
F mDNS
b Advanced




e WILC Poy:its/Anteritaces

T LAB

 WLC ports are the physical ports that cables connect to.
 WLC interfaces are the logical interfaces within the WLC (ie. SVIs on a switch).
 WLCs have a few different kinds of ports:

- Service port: A dedicated management port. Used for out-of-band management. Must connect to a switch
access port because it only supports one VLAN. This port can be used to connect to the device while it is
booting, perform system recovery, etc.

- Distribution system port: These are the standard network ports that connect to the ‘distribution system’
(wired network) and are used for data traffic. These ports usually connect to switch trunk ports, and if multiple
distribution ports are used they can form a LAG.

— Console port: This is a standard console port, either RJ45 or USB.

- Redundancy port: This port is used to connect to another WLC to form a high availability (HA) patir.



b WILC Povits/Anteviaces




WILG Poyv:ts/Antertaces

-f_f/%f. -

it

1) Service port

2) Console port (RJ45)

3) Console port (USB)

4) USB (for software updates)

5) Distribution system port (multi-gigabit)
6) Distribution system ports (1-gig)

7) Reset button

8) Status LEDs

9) Redundancy port



e WILC Poy:its/Anteritaces

T LAB

« WLCs have a few different kinds of interfaces:

- Management interface: Used for management traffic such as Telnet, SSH, HTTP, HTTPS, RADIUS
authentication, NTP, Syslog, etc. CAPWAP tunnels are also formed to/from the WLC’s management interface.

- Redundancy management interface: When two WLCs are connected by their redundancy ports, one WLC
is ‘active’ and the other is ‘standby’. This interface can be used to connect to and manage the ‘standby’ WLC.

- Virtual interface: This interface is used when communicating with wireless clients to relay DHCP requests,
perform client web authentication, etc.

- Service port interface: If the service port is used, this interface is bound to it and used for out-of-band
management.

- Dynamic interface: These are the interfaces used to map a WLAN to a VLAN. For example, traffic from the
‘Internal’ WLAN will be sent to the wired network from the WLC'’s ‘Internal’ dynamic interface.



WILC Configuration

Save Configuration Ping Logout Refresh

MONITOR  WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces Entries 1 - 3 of 3
(((T))) (((t))) f:::-':;w Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management
AP1 AP2 Interfaces .mgm . 10 192.168.1.100 Static Enabled
Interface Groups wirtual NS 172:16.1:1 Static Mot Supported
WLANSs/VLANs

VLAN 10: Management, Multicast

192.168.1.0/24
VLAN 100: Internal, SSID: Internal,

-

Internal DHCP Server

Mobility Management

10.0.0.0/24

VLAN 200: Guest, SSID: Guest, Ports

10.1.0.0/24 e
» CDP
» IPV6
» mDNS

-

Advanced




WILC Configuration

! I i I | Save Configuration  Ping Logout Refresh
L] L] L]
CISCO WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Controller Interfaces > New |_<Back || [ applv |

General
Interface Name |Interna| |

Inventory
(((T))) ((‘f))) Interfaces

AP1 AP2 Interface Groups

VLAN Id |1od |

Multicast

-

WLANSs/VLANs Internal DHCP Server
VLAN 10: Management,

192.168.1.0/24

-

Mobility Management

VLAN 100: Internal, SSID: Internal, Ports
10.0.0.0/24 » NTP
VLAN 200: Guest, SSID: Guest,
10.1.0.0/24 » CDP
» IPV6
» mDNS

-

Advanced




WILC Configuration

' I i l | Save Configuration  Ping Logout Refresh
' ' '
CISCO MONITOR. WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
-
Controller Interfaces > Edit | <Back |
General
LIRS, General Information
Interfaces
(((T))) (((T))) YAEeECaer T Interface Name Internal
AP1 AP2 Multicast MA&C Address 00:08:2f110:65:6f
b Internal DHCP Server Configuration
WLAN$I¥LAN§ b Mobility Management
VLAN 10: Management, Quaranting =
192.168.1.0/24 Ports )
VLAN 100: Internal, SSID: Internal, e e e s
10.0.0.0/24 NAS-ID [wica
VLAN 200: Guest, SSID: Guest, b CDP
10.1.0.0/24 » IPVG Physical Information
P mDNS The interface is attached to a LAG.
b Advanced Enable Dynamic AP

Management

Interface Address

VLAN Identifier 100

IP Address 10.0.0.100
Netmask

Gateway 10.0.0.1

IEII |

DHCP Information

Primary DHCP Server
Secondary DHCP Server

DHCP Proxy Mode

Enable DHCP Option 82 O

Access Control List

ACL Name
mDNS
mDNS Profile none bt

Note: Changing the Interfsce parameters causes the WLANs to be =




WILC Configuration

() ()
AP1 AP2
WLANs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Controller Interfaces

General
Inventory .Interface Name

Interfaces internal

Interface Groups maragement

A rtual
Multicast e

-

Internal DHCP Server

Mobility Management
Ports
b NTP
¢ CDP
b IPv6

VLAN Identifier IP Address

io00
10
N/A&

10.0.0.100
192.168.1.100
172.16.1.1

SECURITY MANAGEMENT

cisco MONITOR WIANs CONTROLLER WIRELESS
Controller Interfaces > New
Hemaed Interface Name | Guest ‘
Invento
o VLAN Id [zod |
Interfaces

Interface Groups

Multicast

-

Internal DHCP Server

-

Mobility Management
Ports

b NTP

¢ CDP

b IPVG

¢ mDNS

-

Advanced

Interface Type
Dynamic

Static

Stabic

COMMANDS

Entries 1 - 4 of 4

Dynamic AP Management
Disabled [~ ]
Enabled

Mot Supported

Save Configuration

HELP FEEDBACK

Logout Refresh




WILC Configuration

Save Configuration Ping Logout Refresh
(L LA LT

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > Edit [ <Back |
General
HETLIER General Information
Interfaces
(((T))) (((T))) FutrrEar e Interface Name Guest
Multicast MAC Address 00:08:2f:10:65:6f
AP1 AP2
» Internal DHCP Server Configuration
WLANSs/VLANS » Mobility Management . 0
R e t
VLAN 10: Management, Ports Shanage
192.168.1.0/24 e Quarantine Vlan Id o
;%%% 3?204 Internal, SSID: Internal, NAS-ID [wict
-U.U. » CDP
VLAN 200: Guest, SSID: Guest, . 3
10.1.0.0/24 » IPVGE Physical Information
F mDNS The interface is attached to a LAG.
¥ KdhiGinced Enable Dynamic AP
Management

Interface Address

VLAN Identifier

IEIﬁ |

IP Address 10.1.0.100
MNetmask
Gateway 10.1.0.1

DHCP Information

Primary DHCP Server 10:T.001
Secondary DHCP Server
DHCP Proxy Mode Global  w

Enable DHCP Option 82 O

Access Control List

ACL Name
mDNS
mDNS Profile nong g

Note: Changing the Interface parameters causes the WLANs fo be




WILC Configuration

Save Configuration Ping Logout Refresh

MONITOR. WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces Entries 1 -5 of 5
(((T))) (((t))) General
Inventory Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management
APL e nterfaces guest 200 10.1.0.100 Dynamic Disabled -]
i I 100 10.0.0.100 Dynamic Disabled [~}
Interface Groups R
WLANs/VLANs s management 10 192.168.1.100 Static Enabled
VLAN 10: Management, Lt <cbisal MR 172.16.1.1 stati Not Supported
192.168.1.0/24 » Internal DHCP Server = it ki b st b
VLAN 100: Internal, SSID: Internal,
10.0.0.0/24 » Mobility Management
VLAN 200: Guest, SSID: Guest, Ports
10.1.0.0/24
F NTP
» CDP
b IPVE
F mDNS
b Advanced




WILC Configuration

Save Configuration Ping Logout Refresh

NITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs Entries1- 1 of 1
+ WLANs Current Filter: Nene [Change Filter] [Clear Filter] Create New v|[Go]
WLANS
b Advanced
() () ] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
AD1 A5 [ WLAN Internal Internal Enabled [WPAZ][Auth{802.1X)]
WLANSs/VLANs
VLAN 10: Management,

192.168.1.0/24
Save Configuration Ping Logout Refresh

VLAN 100: Internal, SSID: Internal, vlealn
10.0.0.0/24 cISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
VLAN 200: Guest, SSID: Guest,
il ey WLANSs WLANSs > Edit ‘Internal’ <Back | [_Apsiy |
v f T T R— | AR " = - ”
erLL'::: General [ Security f QoS T Policy-Mapping T Advanced 1
b Advanced Profile Name Internal
Type WLAN
SSID Internal
Status Enabled
Security Policies [wrA2][Auth(B802.1X]]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All ~

Interface/Interface
Group(G) management
Multicast Vian Feature [_| Enabled
Broadcast SSID Enabled
NAS-ID [wica




WILC Configuration

Save Configuration Ping Logout Refresh
i

CISCcO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs = Edit ’'Internal’ | <Back | | apply |
- UrVLLi:S General r Security I Qos T Policy-Mapping T Advanced ‘|
s
(((T))) (((T))) —
» Advanced .
AP1 AP2 Profile Name Internal
Type WLAN
WLANSs/VLANS S5ID Internal
VLAN 10: Management, Status Enabled
192.168.1.0/24
VLAN 100: Internal, SSID: Internal,
10.0.0.0/24 Security Policies [wPA2][Auth(802.1X)]
VLAN 200: Guest, SSID: Guest, (Modifications done under security tab will appear after applying the changes.)
10.1.0.0/24
Radio Policy All b
et Interface

internal

t
Broadcast SSID
NAS-1D WLC1

Multicast Vlan Feature




WILC Configuration

Save Configuration

CIsCO ITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANSs > Edit ‘Internal’ [ <Back | | apply |
 WLANs - 2 A " Y
‘General I Securi Qos
(((T’)) (((T’)) WLANS ; 1 [ Y
b Advanced Layer 2 r Layer 3 T mm]
AP1 AP2 T
" Layer 2 Security & [ WPA+WPA2 ~]
WLANSs/VLANs e
VLAN 10: Management, MAC Filtering® [
192.168.1.0/24 Fast Transition
VLAN 100: Internal, SSID: Internal, Fast Transition [
10.0.0.0/24 Protected Management Frame
VLAN 200: Guest, SSID: Guest,
10.1.0.0/24 PMF
WPA+WPA2 Parameters
WPA Policy =]
WPAZ Policy
WPAZ Encryption Baes e

Authentication Key Management

802.1X Enable
CCKM [ Enable
PsK [ Enable "




WILC Configuration

Save Configuration Ping Logout Refresh
dhfrengn

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ’Internal’ | <Back | | apply |
sl | General | Security |’ QoS T Policy-Mapping T Advanced \|
@ ) WLANS
() () o » .
1 1 » Advanced Layer 2 | Layer 3 | AAA Servers |
AP1 AP2 B
Layer 2 Security € [WPA+WPA2 v
WLANs/VLANs
VLAN 10: Management,
192.168.1.0/24 Fast Transition :ﬁzt.l)i'JEP
VLAN 100: Internal, SSID: Internal, Fast Transition [ St:t:E—WEP + 802.1%
10.0.0.0/24 Protected Managemej CKIP
VLAN 200: Guest, SSID: Guest, = |Mone + EAP Passthrough
10.1.0.0/24 PMF [Disabled ¥
WPA+WPA2 Parameters
WPA Policy O
WPAZ Policy
WPA2 Encryption Bees Cxae

Authentication Key Management

802.1X Enable
CCKM () enable
PSK [ Enable .




CISCO
WLANSs
v WLANs
((<T))) ((‘T’)) WLANs
AP1 AP2 » Advanced
WLANs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

WILC Configuration

MONITOR WIANs CONTROLLER WIRELESS

WLANSs > Edit ’Internal’

SECURITY

MANAGEMENT

( General \I Security |’ Qos T Policy-Mapping T Advanced \‘

COMMANDS

HELP

FEEDBACK

Save Configuration  Ping

Logout Refresh

I < Back

Apply

Layer 2 T Layer 3 T AAA Servers \|

FMF Disabled v

WPA+WPA2 Parameters

WPA Palicy O

WPAZ Policy

WPA2 Encryption foes Otk
Authentication Key Management

802.1X Enable

CCKM Enable

PSK Enable

FT 802.1X Enable

FT =K ] Enable

PSK Format ASCII v

HEX
;M_‘;PA gtk-randomize State




WILC Configuration

() ()
AP1 AP2
WLANSs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Cisco
WLANSs

w WLANs
WLANSs

» Advanced

192.168.1.100 says
MONITOR  WILANs CONTROLLER

Pre-Shared Key in ascii format should be in the range of 8 to 63 chars in

WLANSs > Edit 'Internal’ length.

| General I Security

Layer 2 | Layer 3 | AAA Servel

Save Configuration

Ping Logout Refresh

PMF Disabled v

WPA+WPA2 Parameters

WPA Palicy (]
WPAZ Policy
WPA2 Encryption Eres  Cleae

Authentication Key Management

802.1X Enable
CCKM Enable
PSK Enable
FT 802.1X Enable
FT PSK [J Enable
PSK Format

;N'_"PA gtk-randomize State Disable w




WILC Configuration

MONITOR  WILANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

Save Configuration  Ping Logout Refresh

WLANSs

 WLANs
((‘T’)) i ((‘T’)) | WLANS
AP1 AP2 b Advanced
WLANs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

WLANS > Edit ’Internal’

I =fack I

PMF
WPA+WPAZ Parameters

WP Policy (]

WPAZ Palicy

WPAZ Encryption Bees  Clteae

Authentication Key Management

802.1X Enable

CCKM Enable

PSK Enable

FT B02.1X Enable

FT PSK ] Enab)

PSK Format

:N_‘PA gtk-randomize State Disable ¥




WILC Configuration

Save Configuration Ping Logout Refresh

ER  WIRELESS SECURITY MANAGEMENT COMMANDS H EFEEDBACK

WLANSs WLANS > Edit ‘Internal’ | _<Back | | _ apply |

R f General \l Security |’ Qos T Policy-Mapping T Advanced \|
(@) D) e p )

» Advanced Layer 2 ] Layer 3 r AAA Servers |
AP1 AP2

Layer 3 Security £

WLANSs/VLANs None
VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24




WILC Configuration

.100/.100/.100

WLC1 ! I W I ! Save Configuration Ping Logout Refresh
' ' '
CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP EEEDBACK
ROTE Port2 WLANs WLANSs > Edit 'Internal’ [ <Back | [ applv_|
v WLANS P . - P - .
FoiL For2 WLANS General I Security | Qos I Policy-Mapping I Advanced |
| } FO/7 FO/8 i | p - -
((‘T’)) l(ﬂ)l (((1))) » Advanced Layer 2 I Layer 3 | AAA Servers |
AP1 swi AP2
ETETEY Layer 3 Security £

WLANSIVLANs ® authentication

VLAN 10: Management, -

192.168.1.0/24 ) Passthrough

VLAN 100: Internal, SSID: Internal, - )

10.0.0.0/24 \:/ Conditional Web Redirect

VLAN 200: Guest, SSID: Guest, () Splash Page Web Redirect

10.1.0.0/24
) On MAC Filter failure@
Preauthentication ACL IPv4 | None ™| IPvE |MNone v | WebAuth Flexac
Sleeping Client [l enable
Over-ride Global Config [ Enable

[ ]

Web Authentication: After the wireless clients gets an IP address and tries to access a web page, they will have to enter
a username and password to authenticate.

Web Passthrough: Similar to the above, but no username or password are required. A warning or statement is displayed
and the client simply has to agree to gain access to the Internet.

The Conditional and Splash Page web redirect options are similar, but additionally require 802.1X layer 2 authentication.



(((T))) (((T)))
AP1 AP2
WLANSs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

m
cisco

WLANs

w WLANs
WLANSs

» Advanced

WILC Configuration

MONITOR  WLANs

WLANSs > Edit

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT

'Internal’

_ General | Security | QoS | Policy-Mapping | Advanced |

COMMANDS

HELP

FEEDBACK

Save Configuration  Ping

Logout Refresh

I < Back

Apply

2 |

r3 | AAAServers |

4

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface  |_|Enabled

Authentication Servers Accounting Servers

Server 1
Server 2
Server 3
Server 4
Server 5

Server 6

EAP Parameters

Enabled Enabled Eviahle O
None v

Radius Server Accounting

Interim Update

1 DAP Servers

[]




WILC Configuration

Save Configuration Ping Logout Refresh

ITOR WILANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

FEEDBACK
WLANs WLANSs > Edit 'Internal’ [_<Back | [ Apply |
+ WLANS = g y - T— -
Q) () T General | Security | QoS | Policy-Mapping | Advanced |
ARt ARz b Advanced ) )
[ cueio of service (aos) [Siver toest o1 |
WLANSs/VLANs Application Vlslbmty |_| Enabled
VLAN 10: Management, AVC Profile
192.168.1.0/24 -
Netfl Monits -
VLAN 100: Internal, SSID: Internal, it (none v}
10.0.0.0/24 b
\1[511&% 3?20; Guest, SSID: Guest, WMM Policy

7920 AP CAC [ Enabled
7920 Client CAC [ Enabled




alvaln
cisco

WILC Configuration

Save Configuration  Ping Logout Refresh
MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

() ()
AP1 AP2
WLANs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

WLANs

* WLANs
WLANs

» Advanced

WLANSs > Edit ’Internal’ | _<Back | | apply |

| General ‘|’ Security | QoS \|’ Policy-Mapping | Advanced ||

Quality of Service (QoS) |Silver (best effort)

application Visibility g':l‘é”(”vf[;é;‘;'“}

AVC Profile Silver (best effort)

Bronze (background)

Netflow Monitor

wMM
WMM Policy Allowed v
7920 AP CAC | Enabled

7920 Client CAC [ Enabled




WILC Configuration

Save Configuration  Ping Logout Refresh
dl el

CISCO MONITOR. WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT JMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Internal’ | _<Back | | _ aApply |
 WLANs e < o . . =g
‘General ‘Security | QoS | Policy-Mapping Advanced

(((T))) (((T))) WLANS “[ i I = T b ] ;

» Advanced
ARL ars Allow ARA Override ] Enabled DHCP

Coverage Hole Detection Enabled DHCP Server [ override

WLANSs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Enable Session Timeout

Aironet IE

Diagnostic Channel
Override Interface ACL
Layer2 Acl

P2P Blocking Action

Client Exclusion 2

Session Timeout (secs)
EEnabled

[CJEnabled

1Pv4 IPVG
=

EEnabled

Maximum Allowed Clients
a

Timeout Value (secs)

Static IP Tunneling i
Wi-Fi Direct Clients Policy

Maximum Allowed Clients
Per AP Radio

Clear HotSpot
Configuration

m
=}
o
o
o
o

Cenabled

DHCP Addr. Assignment (| Required

OEAP

Split Tunnel {Printers) ) Enabled

Management Frame Protection {MFP)

MFP Client Protection %

DTIM Period (in beacon intervals)

802.11a/n (1 - 255)
802.11b/g/n (1 - 255)

NAC

NAC State

Load Balancing and Band Select

i i £
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Sawve Configuration  Ping Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Internal’ |_<Back || |_Apply |
w WLANs — Y . A 3

(@) (@) N General | Security | QoS | Policy-Mapping | Advanced

Client user idle O 2
AP1 AP2 » Advanced timeout(15-100000) Client Band Select O

Client user idle threshold D Passive Client

(0-10000000) Dites
WLANSs/VLANs ; Passive Client (]
VLAN 10: Management, Off Channel Scanning Defer voi
192.168.1.0/24 Scan Defer Priority 01234567 i
VLAN 100: Internal, SSID: Internal, ooog 0 Media Session Snooping [ Enabled
10.0.0.0/24 ; .
VLAN 200: Guest, SSID: Guest, e Pt T itH Re-anchor Roamed Voice Clients || Enabled
10.1.0.0/24 KTS based CAC Policy [l Enabled

FlexConnect
Radius Client Profiling

FlexConnect Local

Switching2 ] Enabled DHCP Profiling [ ]

FlexConnect Local Auth 12 Enabled AR .

Learn Client IP Address 3 Enabled { ocal Chent Beotiling

Vian based Central Enahled DHGE Bfiling o

Switching 12 bl HTTP Profiling @

Central DHCP Processing Enabled mDNS

Override DNS Enabled mDNS Snooping Enabled

NAT-PAT Enabled mONS Profile | default-mdns-profile v

4 3




WILC Configuration

| I ol I | Save Configuration  Ping Logout Refresh
L] L
CISCO OR WLANs CONTROLLER WIRELESS SECURITY IJANAGEMENT COMMANDS FEEDBAC

WLANSs WLANs Entries 1 - 1 of 1
(((T))) (((t))) w WLANs Current Filter: None Change Filter] [Clear Filter] Create New vl I Go I
AP1 AP2 i

b Advanced

] WLANID Type Profile Name WLAN SSID

Admin Status Security Policies
WLANSs/VLANs 1] et WLAN Internal Internal Enabled [WPAZ][Auth{PSK)] [~ ]
VLAN 10: Management,
192.168.1.0/24
VLAN 100: Internal, SSID: Internal,
10.0.0.0/24
VLAN 200: Guest, SSID: Guest,
10.1.0.0/24




WILC Contiguvation

- I = I = Save Configuration  Ping Logout Refresh
CIScOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
() (q)] | WLANs WLANSs > New p— e
AP1 AP2 - WLANS
WLANS Type WLAN v
WLANS/VLANs b Advanced RConlE NaTe [Guest |
VLAN 10: Management, ssID [Guest |
192.168.1.0/24 ! S
VLAN 100: Internal, SSID: Internal, (2 ~]
10.0.0.0/24
VLAN 200: Guest, SSID: Guest,
10.1.0.0/24




WILC Configuration

I I Save Configuration  Ping Logout Refresh
A ARRR AN

CISCO w CONTROLLER ~ WIRELE SECURITY MANAGEMENT
WLANSs WLANSs > Edit 'Guest' [ <Back | | Apply |
() M) | + weans g W _ o s
1 1 S General [ Security rﬂos T Policy-Mapping T Advanced 1
AP1 AP2
» Advanced
Profile Name Guest
WLANSs/VLANs Type WLAN
VLAN 10: Management, =510 Gilest

192.168.1.0/24

VLAN 100: Internal, SSID: Internal, | Status [ Enabled |
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,

10.1.0.0/24 Security Policies [WPA2][Auth(802.1X)]

(Modifications dene under security tab will appear after applying the changes.)

Radio Policy All v

Interface/Interface i
Interfacel

Multicast Vlan Feature ] Enabled

Broadcast 5510 Enabled
NAS-ID [wLer




WILC Configuration

Save Configuration  Ping Logout Refresh

CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

) (|  weans WLANSs > Edit 'Guest’ [<Back | [ Asoiv |
AP1 AP2

w WLANS ( e s TR —T ==

WLANs i [ : T T T Advanced ]
WLANSs/VLANs } Advanced )
VLAN 10: Management, Profile Name Guest
192.168.1.0/24 Type WLAN
;%13% 3?204 Internal, SSID: Internal, ssID Guest
VLAN 200: Guest, SSID: Guest, | status Enabled |
10.1.0.0/24
Security Policies [werAa2][Auth(802.1X]]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All ~
Interface/Interface (Guest V]
v
[Group(G} guest

Multicast Vlan Feature (] Enabled
Broadcast SSID Enabled
NAS-ID [wict




WILC Configuration

" I it I e Save Configuration  Ping Logout Refresh
CISCO WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
(((T))) (((t))) WLANSs WLANs Entries1- 2 of 2
AP1 AP2 w WLAN: 5 hange Fil | il
s Current Filter: None Change Filter] [Clear Filter] Create New vl I =0 |
WLANs
WLANS/VLANS b Advanced ) _ o
VLAN 10: Management, O WLANID Type rofile Nams WEANSSID MdminiStabies: Securty Rolicres ;
192.168.1.0/24 W WLAN Internal Internal Enabled [wPa2][Auth(PSK)] [~}
\:{é*%% 3?204 Internal, SSID: Internal, Oz WLAN Guest Guest Enabled [WPAZ][Auth(PSK)] [~
VLAN 200: Guest, SSID: Guest,
10.1.0.0/24




WILC Configuration

() ()
AP1 AP2
WLANs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

vl
cisco

Monitor
sl
cisco
Summary
} Access Points

» Cisco CleanAir

b Statistics Controller Summary

» CDP Management IP Address

¢ Rogues Software Version
Clients Field_ Recovery Image

Version
Sleeping Clients
Multicast

System Name
Up Time
Applications System Time
Local Profiling Redundancy Mode
Internal Temperature
802.11a Network State
802.11b/g Network State
Local Mobility Group
CPU(s) Usage

Individual CPU Usage

Memory Usage

Total
802.11a/n/ac 2
Radios
802.11b/a/n 2
Radios
Dual-Band a
Radios
Al &Ps 2

Client Summary

Current Clients 0
Excluded Clients 0
Disabled Clients 1]

1592.168.1.100
7.6.120.0

7.6.101.1

WLC1

0 days, 0 hours, 20 minutes

Fri Oct 10 05:29:30 2014

N/A

+351C

Enabled
Enabled

group

0%
0%/ 0%, 0%/1%
43%

Access Point Summary

up Down
®:2 ® o0
®: ® 0
@0 ® 0
®: ® 0

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT

COMMANDS HELP FEEDBA

< Settings

Save Configuration

12:37

Wi-Fi

Ping

Logout Refresh

Rogue Summary

Active Rogue APs
Active Rogue Clients
Adhoc Rogues

Rogues on Wired Network

Top WLANS

Profile Name #

Most Recent Traps

Adhoc Rogue : f4:db:e3:1a:3f:d3 detected on Basel
Rogue AP: 84:afiec:23:1c:d2 detected on Base Ral
Rogue AP: 80:22:a7:78:12:5e detected on Base R
Rogue AP: f8:b7:97:d3:93:0e detected on Base R
Rogue AP: 44:ed:ee:2f109:45 detected on Base R3
Wiew All

Top Applications

OTHER NETWORKS =’

0C839A69A2EB-2G

0C839A69A2EB-5G

184F325EEBA1-2G

5021ECA52465-2G

5492098F30B1-2G

5492098F30B1-5G

9)

)

<)

’)/;

9)

P)

Buffalo-EC70 =
Guest =
Internal =

Application Name Pack

SPWH_H33_B53BEO

WARPSTAR-0335B9-G

WARPSTAR-0335B9-GW

Other...

O e|e 6|l e e e e 6 e

Hz)) on Chan
Channel: 1R
el: 1 RSSI: €
Channel: 1 F
Channel: 11
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(((T))) (((T)))
AP1 AP2
WLANSs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

CIsCO

Monitor

Summary
b Access Points
» Cisco CleanAir
b Statistics
» CDP

*# Rogues

Sleeping Clients
Multicast
Applications

Local Profiling

MONITOR ~ WLANS

e,
CISCO

Controller Summary

Management IP Address

Software Version

Field Recovery Image
Version

System Name

Up Time

System Time
Redundancy Mode
Internal Temperature
302.11a Network State
802.11b/g Network State
Local Mobility Group
CPU(s) Usage
Individual CPU Usage
Memory Usage

CONTROLLER.  WIRELES:

192.168.1.100

7.6.120.0

7.6.101.1

WLC1

0 days, 0 hours, 24 minutes
Fri Oct 10 05:33:38 2014
N/A

+34 C

Enabled

Enabled

group

0%
0%/0%, 0%/1%

43%

Access Point Summary

Total
802.11a'nfac
Radios
302.11b/a/n
Radios
Dual-Band
Radios

All APs 2

Client Summary

Current Clients 3
Excluded Clients 4]
Disabled Clients [4]

Up Down

®:2 ® 0 Detail

®: ® 0 Detail

@0 ® 0 Detail

@2 ® 0 Detail
Detail
Detail

Detail

Save Configuration

HELP  FEEDBACK

Rogue Summary

Active Rogue APs 185 Detail
Active Rogue Clients 2 Detail
Adhoc Rogues 12 Detail
Rogues on Wired Network (1]

Top WLANs

Profile Name # of Clients

Internal 2 Detail
Guest 1 Detail

Most Recent Traps

Rogue AP: b2:72:bf:78:81:39 detected on Base Radio MAC: 08:d0:9f:ed;ec:70 Interface no: 0{802.11n({2.4 GHz)) Channel: 11
Noise Profile Failed for Base Radie MAC: 08:d0:5f:ed:ec:70 and slotNo: 0

Rogue AP : 98:60:ca:eb:91:b0 removed from Base Radio MAC : 08:d0:9f:ed:ec:70 Interface no:0(802.11n(2.4 GHz))

Rogue AP : 04:72:95:1c:87:a8 removed from Base Radio MAC : 08:d0:9f:ed:ec:70 Interface no:0(802.11n(2.4 GHz))

Rogue AP : 90:a2:5b:e8:fe:b2 remowved from Base Radio MAC : 08:d0:9f:ed:ec:70 Interface no:0(802.11n(2.4 GHz))
View All

Top Applications

Application Name Packet Count Byte Count

Ping Logout Refresh




WILC Contiguvation

vl l Il I Iy Save Configuration Ping Logout Refresh
Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
() (o) ] =
( ! ) ( 1 ) Monitor Clients Entries 1 - 3 of 3
AP1 AP2
Summary Current Filter None [Change Filter] [Clear Filter
WLANs/VLANs Access Points

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Gisoo Cleanhie Client MAC Addr

Statistics Da:12:b9:c0:95:2e
cop 7a:20:9¢c:2a:cB:6¢
Rogues a4:83:e7:b9:fd:4a

Clients

Sleeping Clients
Multicast
Applications

Local Profiling

IP Address

10.1.0.2

10.0.0.2
10.0.0.3

AP Name

APc464.135b.8243
APc464.135b.8243
AP649e.f390.53ef

WLAN Profile
Guest
Internal

Internal

WLAN SSID

Guest
Internal

Internal

User Name
Unknown
Unknown

Unknown

Protocol Statu
802.11an Associ
802.11an Associ
802.11an Associ




alea]e
cisco

WILC Configuration

Save Configuration Ping Logout Refresh

Q) Q)
AP1 AP2
WLANS/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Wireless

v Access Points
all APs
« Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

b 802.11a/n/ac

» 802.11b/g/n

» Media Stream
Application Visibility
And Control
Country
Timers

b Netflow
» QoS

MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs Entries 1- 2 of 2
Current Filter None [Change Filter] [Clear Filter]
Number of APs 2
Operational
AP Name IP Address AP Model AP MAC AP Up Time Admin Status Status
APc464.135b.8243 192.168.1.82 AIR-CAP3S502E-E-KS c4:64:13:5b:82:43 0d,04h25m 25 Enabled REG
AP649¢.f390.53ef 192.168.1.83 AIR-CAP3502I-E-K9 64:9e:f3:90:53:ef 0d,04h25m 225 Enabled REG




(((T))) (((T)))
AP1 AP2
WLANSs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

vlvalin
cisco

Wireless

* Access Points
All APs
» Radios
802,11a/n/ac
802.11b/a/n
Dual-Band Radios
Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» 802.11a/n/ac

» 802.11b/g/n

b Media Stream
Application Visibility
And Control
Country
Timers

b Netflow

} Qos

MONITOR  WLANSs

WILC Configuration

All APs > Details for APc464.135b.8243

CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMANDS

General [ Credentials f Interfaces T Highmiibllﬂy I Inventory f Advanced 1

HELP

Save Configuration  Ping

FEEDBACK

Logout Refresh

Apply

Venue Name |

Interface Key

Hardware Reset

Time Statistics

General Versions

AP Name [APo464.1350.8243 | Primary Software Version 7.6.120.0
Location |defau|t location | Backup Software Version 0.0.0.0
AP MAC Predownload Status None
e c4:64:13:5b:82:43 ;

Predownloaded Version None
Base Radic MAC c4:0a:cb:64:34:80 -

Predownload Mext Retry Time NA
Admin Status [Enable ~]

Predownload Retry Count NA
| -

Boot Version 15.2.2.4
AP Sub Mode None v .

I—I 105 Version 15.2(4)1B5%

Operational .
Status REG Mini I0S Version 7.0.112.74
Port Number LAG IP Config
Venue Group Unspecified v 1P Address 192.163.1.82
Venue Type Unspecified v Static IP O

UP Time

Language l:l
Network
Spectrum E20BZE47E17FEF88F7ASCACE47BD3AZE

Controller Associated Time

Controller Association Latency

Set to Factory Defaults

0d,04h36m55s
0d,00h38m09s
0d,03h25m37s

Perform a hardware reset on this AP

Reset AP Now

Clear configuration on this AP and reset it to factory

defaults

Clear All Config

| Clear Config Except Static IP |
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.100/.100/.100 Save Configuration Ping Logout Refresh

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs > Details for APc464.135b.8243 | _<Back | | _ Apply |
= "::‘cf:s s General T Credentials I’ Interfaces T High Availability T Inventory | Advanced |
s
= Radios
802.11a/nfac .
(((T))) (((T))) 802.11b/g/n General Versions
APL AP2 Dual-Band Radios AP Name [aPcaga.1335b.8243 | Primary Software Version 7.6.120.0
1011 Global Configuration
eanse Location |defau|t location | Backup Software Version 0.0.0.0
¥ Advanced P
AP MAC P Predownload Status None
WLANSs/VLANs e oyt c4:64:13:5b:82:43 _
VLAN 10: Management, Predownloaded Version None
i Base Radic MAC cd4:0a:ch:64:34:80
192.168.1.0/24 RF Profiles Predownload Next Retry Time  NA
VLAN 100: Internal, SSID: Internal, FlexConnect Groups Admin Status  [Enable ¥ . "
redownload Re oun
10.0.0.0/24 FlexConnect ACLs AP Mode v
VLAN 200: Guest, SSID: Guest, b 802.110fn/ Boot Version 15.2.2.4
==L TE AP Sub Mode
10.1.0.0/24 FlexConnect 105 Version 15.2(4)1B5%
» 802.11b/g/n Operational monitor o )
Status Rogue Detector Mini IOS Version 7.0.112.74
» Media Stream Sniffer )
Port Number Bridge IP Config
Application Visibility SE-Connect
And Control LELE Sy 1P Address 152.168.1.82
T Venue Type Unspedified ¥ Static 1P O
) Venue Name |
LT Language ] Time Statistics
¥ Netflow
Metwork UP Time 0d,04h36m55s
» QoS Spectrum E20B2E47E17FE788F7A3CACE47BD3A26 X
Interface Key Controller Associated Time 0d,00h38mo09s
Controller Association Latency 0d,03h25m 37 s
Hardware Reset Set to Factory Defaults
Perform a hardware reset on this AP Clear configuration on this AP and reset it to factory
defaults
Clear All Config
| Clear Config Except Static IP |




WILG Configurvation

Save Configuration Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management Summary

(1) (9)
((T)) ((T)) Summary SNMP Protocols w1:Disabled v2ciEnabled v3:Enabled
AP1 1 AP2 F SNMP Syslog Disabled

HTTP-HTTPS HTTP Mode Enabled
WLANs/VLANs Telnet-SSH HTTPS Mode Enabled
VLAN 10: Management, Serial Port MNew Telnet Sessions Allowed  No
192.168.1.0/24 i S GG A ‘i
VLAN 100: Internal, SSID: Internal, Local Management e ERIONS A DI i
10.0.0.0/24 Users Management via Wireless Disabled
VLAN 200: Guest, SSID: Guest, oy Bes o
10.1.0.0/24

b Logs

I Mgmt Via Wirelessl

» Software Activation

» Tech Support




WILC Configuration

Save Configuration Ping Logout Refresh

MONITOR  WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

T " Management Management Via Wireless |
() () l

Summary . : .

AP1 AP2 Enable Controller Management to be accessible from Wireless Clients ]

F SNMP
WLANS/VLANs SRR
VLAN 10: Management, Telnet-55H
192.168.1.0/24 Serial Port
VLAN 100: Internal, SSID: Internal,
10.0.0.0/24 Local Management
VLAN 200: Guest, SSID: Guest, Users
10.1.0.0/24 User Sessions

w Logs

Config

Message logs

Mgmt Via Wireless
» Software Activation
» Tech Support




alialn
cisco

WILC Configuration

Save Configuration Ping Logout Refresh
MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBA

Q) Q)
AP1 AP2
WLANS/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Security

v AAA
General
« RADIUS
Authentication
Accounting
Fallback
DNS
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
} Priority Order
b Certificate

FU A E55 4]
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

» Web Auth
TrustSec SXP
Local Policies

} Advanced

Access Control Lists | new.. || apply |

Enable Counters [

Name Type




WILC Configuration

Save Configuration Ping Logout Refresh

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > New | <Back |
(@ @] e
() () i
1 1 General Access Control List [anacEmenT Aol ]
AP1 AP2 e a——
Authentication ACL Type @1Pva (IPV6
Accounting
Fallback:
WLANs/VLANs DNS
VLAN 10: Management, » TACACS+
192.168.1.0/24 LDAP
VLAN 100: Internal, SSID: Internal, Local Net Users
10.0.0.0/24 MAC Filtering

Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

v v

Priority Order

Certificate

v

w Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

]

Web Auth

-

TrustSec SXP
Local Policies

Advanced

-




WILC Configuration

Save Configuration  Ping Logout Refresh
alaln
CISCO MONITOR  WLANS CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEED
Security Access Control Lists > Edit
v AAA
General General
= RADIUS
Authentication Access List Name MANAGEMENT_ACL
(((T))) (((t))) Accounting
Fallback Deny Counters o
AP1 AP2 DNS
» TACACS+ Destination Source Dest Number
LDAP Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP Direction of Hits

WLANs/VLANs Local Net Users ; ; - - . i
VLAN 10: Management, MAC Filtering
192.168.1.0/24 Disabled Clients
VLAN 100: Internal, SSID: Internal, HserLod i onioes
10.0.0.0/24 AnRolicies
VLAN 200: Guest, SSID: Guest, Password Policies
10.1.0.0/24 » Local EAP

¥ Priority Order

Certificate

w Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

v

Web Auth
TrustSec SXP

Local Policies

s

Advanced




Q) Q)
AP1 AP2
WLANS/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

S O
cisco

Security

 AAA
General
» RADIUS
Authentication
Accounting
Fallback
DNS
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

v w

Priority Order

-

Certificate

= Access Control Lists
Acgess Control Lists

CPU Access Control Lists

FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

-

Web Auth
TrustSec SXP
Local Policies

Advanced

WILC Configuration

MONITOR ~ WLANs

CONTROLLER ~ WIRELESS

Access Control Lists > Rules > New

Sequence

Source

Destination

Protocol

DSCP

Direction

Action

IP Address v

IP Address v

ny

ny

iy

Permit

R 5
< (€ [¢
<

SECURITY MANAGEMENT

Save Configuration Ping Logout Refresh

COMMANDS HELP FEEDB.

IP Address MNetmask
[192.168.1.0 |[255.255.255.0 |
1P Address MNetmask

[192.168.1.100

|[255.255.255.255 |




WILC Configuration

Save Configuration  Ping

vl
cisco

Logout Refresh

MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

FEEDBACK

Security Access Control Lists > Edit | <Back | | Add New Rule |
* AAA
General General
« RADIUS
(((T’)) (p Authentication Access List Name MANAGEMENT_ACL
Accounting
aat ARz Fallback Deny Counters 1]
DNS
» TACACS+ Destination
WLANS/VLANs LDAP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP  Direction Mumber of Hits
VLAN 10: Management, i ot tlses el g iicins :
/ 192.168.1.0 192.168.1.100
TR MAC Filtering 1 Permit ! Any Any Any Any Any 0 [~}
VLAN 100: Internal, SSID: Internal, Disabled Clients - T SEEsES eE Bk
10.0.0.0/24 User Login Policies = D = D. - 192.168.1 IU.D
VLAN 200: Guest, SSID: Guest, AP Palicies ; -0.0. .168.1.
Password Policies 2 Permit Any Any Any Any Any 0 [~}

10.1.0.0/24 255.255.255.0 255.255.255.255

b Local EAP 0.0.0.0 0.0.0.0

} Priority Order 2 Deny / Any Any Any Any  Any 0 [~]

0.0.0.0 0.0.0.0
b Certificate

+ Access Control Lists

FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

v

Web Auth
TrustSec SXP

Local Policies

s

Advanced




WILC Configuration

Save Configuration Ping Logout Refresh
LR LR W

CISCO MONITOR  WLANs CONTROLLER  WIRELESS .SECURITY . MANAGEMENT COMMANDS HELP FEEDBACK
Security CPU Access Control Lists
x A;E:eral Enable CPU ACL
() @ | " asmentication At Neme
s
DNS
WLANS/VLANS et
VLAN 10: Management, Local Net Users
192.168.1.0/24 MAC Filtering
VLAN 100: Internal, SSID: Internal, Disabled Clients
10.0.0.0/24 User Login Policies
Y e e
S Eacatenr CPU ACLs are used to limit access to the CPU of the WLC. This limits
» Pfi";“""der which devices will be able to connect to the WLC via Telnet/SSH,
b Certificate o o a
e commai e | HTTP/HTTPS, retrieve SNMP information from the WLC, etc.

Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

Web Auth
TrustSec SXP

-

-

Local Policies

Advanced

v




afvaln
cISCo

WILC Configuration

MONITOR WILANs CONTROLLER

WIRELESS

SECURITY  MANAGEMENT

COMMANDS

Save Configuration  Ping Refresh

FEEDBACK

(((T))) (((T)))
AP1 AP2
WLANSs/VLANs

VLAN 10: Management,
192.168.1.0/24

VLAN 100: Internal, SSID: Internal,
10.0.0.0/24

VLAN 200: Guest, SSID: Guest,
10.1.0.0/24

Monitor

Summary
» Access Points
» Cisco CleanAir

v Statistics
Controller
AP Join
Ports
RADIUS Servers
Mobility Statistics
IPv6 Neighbor Bind
Counters

» CDP

» Rogues
Clients
Sleeping Clients
Multicast
Applications

Local Profiling

Summary

5 Access Points Supported

Controller Summary

Management IP Address
Software Version

Field Recovery Image
Version

System Mame

Up Time

System Time
Redundancy Mode
Internal Temperature
802.11a Network State
802.11b/g Network State
Local Mobility Group
CPU{s) Usage
Individual CPU Usage
Memory Usage

192.168.1.100
7.6.120.0

7.6.101.1

WLC1

0 days, 1 hours, 44 minutes

Thu Oct 30 00:07:18 2014

N/A

+31C

Enabled
Enabled

group

1%

0%/0%, 3%/1%
43%

Access Point Summary

Total
802.11a/n/ac
Radios
80z.11b/g/n
Radios
Dual-Band o
Radios
All &Ps 2

Up Down
®: ® 0
®: ® 0
@0 ® 0

92 ®0

Detail
Detail

Detail

Detail

Controller

Rogue Summary

Active Rogue APs

Active Rogue Clients
adhec Rogues

Fogues on Wired Network

Top WLANs

Profile Name

Most Recent Traps

&5 Detail
4] Detail
2 Detail
0

# of Clients

Rogue AP: 18:ec:e7:27:eb:72 detected on Base Radio MAC: 08:d0:5f:ed:ec: 70 Interface no: 0(802.11b/g) Channel: 1 RS5I: -7
Rogue AP: b5:12:42:7d:b6:56 detected on Base Radio MAC: 08:d0:9f:ed:ec:70 Interface no: 0{802.11b/g) Channel: 5 RS5I: -£
Rogue AP: 63:a0:3e:b5:3b:e0 detected on Base Radio MAC: 08:d0:5f:ed:ec: 70 Interface no: 0{802.11n(2.4 GHz)) Channel: 10

AP's Interface:0(802.11b) Operation State Up: Base Radio MAC:c4:0a:cb:64:34:80 Cause=Radio interface reset. Status:N&

AP's Interface:0{802.11b) Operation State Down: Base Radio MAC:c4:0a:cb:64:34:80 Cause=Radio interface reset. Status:NA

View All

Top Applications

Application Name

Packet Count Byte Count




TAIAgS We, covered

* Topology introduction

« Switch configuration

« WLC setup

 WLC interface configuration
« WLAN configuration

 Additional WLC features




e QUi 2

Which WLC port can be used to form an HA pair with another WLC?

a) Distribution system port

b) Redundancy port

c) High Availability port

d) Service port Q0000 O 00




e QuiZ 2:

Which WLC interface type maps a WLAN to a VLAN?

a) Dynamic interface

b) Virtual interface

c) Distribution system interface

d) Service port interface



i) Quiz 3

Which of the following is a type of Layer 3 authentication?

a) 802.1X
b) WPA/WPA2

c) Static WEP

d) Web Authentication



a) Platinum
b) Gold
c) Silver

d) Bronze

QUIZ 4

Which WLC QoS setting should be used for video traffic?

Application Visibility

Quality of Service (Qos) |5i|uer (best effort) V|

Platinum (voice)
Gold (video)

ANMC Profile Silver {best effort)

Netflow Monitor Bozi{hackground}
MM

WMM Policy

7920 AP CAC (] Enabled

7920 Client CAC (] Enabled




i) Quiz 5

Which WLC port type can form a LAG to pass standard data traffic?

a) LAG port
b) Distribution system port
c) Service port

d) Console port
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